ITamsaTKa 0 cIOCO0aX COLUAIBbHON MHKEHEPUHM U HEO0OXOAUMBIX Mepax
0e30ImacHOCTH

CoumanpHas WHXXEHEpPUSI WA «aTaKka HAa YEJIOBEKa» — 3TO COBOKYIIHOCTh
MICUXOJOTMYECKUX U COLIMOJIOTMYECKUX MPUEMOB, METOJIOB U TEXHOJIOTUM, KOTOPBIE
MO3BOJISIOT MOJIYYUTh JOCTYN K KOHPUACHIIUATbHONW HHGOPMAIIUH.

KubepnpectynHuky Bce yalie UCHOJIb3YIOT METO/Abl COIMAIIBHON MHKEHEPUU
JUTSl TPOHUKHOBEHUS B UHPPACTPYKTYPY OpTaHU3aINK IpH 11e1eBoi aTake. CoryiacHo
CTaTUCTUKE, KOJIMYECTBO aTaK C MCHOJIL30BAHUEM COLMAIbHON MHXKeHepuu B 2021

rojy BeIpocsio Ha 216%. 310yMBIIIIEHHUKY, IPEAITPUHUMAS TONBITKA HANTH JOCTYII
K CUCTEME WJIM LIEHHBIM JIaHHBIM, HCIOJIb3YIOT CaMO€ YS3BUMOE 3BEHO — YeJIOBEKa.
[Ipocroit npumep — TenedOHHBIN 3BOHOK, /1€ TPECTYNMHUK BBLAAET ce0s 32 KOTO-TO
JPYroro, MeITasiCh y3HaTh Y aOOHEHTa KOH()HUICHIHATBbHYIO0 HH(GOPMAIUIO, UTpasi Ha
YyBCTBaxX 4YeJIOBeKa, OOMaHbIBas WM IIaHTaxXupys ero. K cokajseHuto, MHOTue
OPOJOJKAIOT TOMAJaThCs Ha TaKWE JIOBYIIKM M JOBEPUYMBO PACCKa3bIBAIOT
COILIMAJIHBIM XaKepaM BCE, UTO UM HYKHO.

YenoBeueckuil (akTop MO-NIPEKHEMY OCTAeTCsl ciIaObIM 3BEHOM B JIHOOOH
CUCTEME 3allUThl, TMOITOMY CEroJHA KaK HMKOI/Ia BO3pacTaeT MOTPEOHOCTh B
00y4eHUH COTPYAHUKOB OCHOBAM MH(OPMAIIMOHHONW 0€30MacHOCTH.

Taxke CTOUT OTMETHTH, YTO Ha TEKYIIMH MOMEHT COLMalIbHAs HHXKEHEPUs
YCTaHOBMJIA IIPOYHYIO CBSI3b C KHOEPIPECTYITHOCTHIO,

PaccMoTpum camble OMyJIsipHbIe METOAbI CONMATBHON MHKEHEePUH

Tak Ha3bpiBaeMas «ATaka Ha 4YEJIOBEKa» MOXET MPOU3BOJIUTHCS MO MHOIUM
CIIEHApHsIM, HO CYIIECTBYET HECKOJIbKO HamOoJee paclpoCTPaHEHHBIX TEXHHUK
paboThI 37T0YMBIIIJICHHUKOB.

dOumuHr
OCHOBHOU YNOD HA HEBHUMAMENbHOCb.

Meton cOopa MOIB30BATEIBCKUX AAHHBIX ISl aBTOPU3AIMH — OOBIYHO 3TO
MacCOBBI€ PACCBUIKM CIlaMa IO 3JIEKTPOHHOW mouTe. B KilaccuueckoM clieHapuu
HA TIOYTY KEPTBHl MPHUXOAUT TOAJETHHOE TMHUCHMO OT KaKOHW-TO W3BECTHOM
OpraHu3alyy ¢ TPOCHhOOI MEPEHTH MO CCHIIKE U aBTOPU30BATHCS (BBOJ KOMOMHAITUHN
JoruH/mapoiib). YToObl BEI3BaTH OOJBINE OBEPHUS, MOIICHHUKH TPHIYMBIBAIOT
CepbE3HBIC MPUUYMHBI TSI TIEPEX0/Ia TI0 CChUIKE: HAMIPUMED, MPOCIT MOTEHIIUATBHYIO
KEpTBY OOHOBHUTH TAPOJb WIM BBECTH pPa3IUYHOTO pOJia TEPCOHATBHYIO
unpopmarmto (GO, Homep Tenedona, TOTKHOCTD U T.1.).

Tposin

OcHo6HOU YyNop Ha HeBHUMAMENLHOCHb, 008epUe.

Bupyc He 3ps nmonyuusn cBO€ Ha3BaHUE MO MPUHIUITY PAOOTHI TPOSIHCKOTO KOHSI
U3 qpeBHerpeueckoro Muda. Toibko NpPUMaHKOW 3Jech cTaHOBUTCS email-
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COOOIIIEHHE, KOTOPOE MPHU KIACCUYECKOM CIIEHAPUU MOIIIEHHUKOB 00€IIaeT ObICTPYIO
MPUOBLIb, BBIUTPHIII WU JAPYTHE «30JIOTHIE TOPB» — HO B pPE3yJIbTaTe UYEIOBEK
MOJYYAaEeT BUPYC, C TMOMOIIBIO KOTOPOTO 3JIOYMBIIUIEHHUKH KpPAaayT €ro JIaHHBIE.
JlaHHBI BHUJI aTakd TOXE HEOOXOJUMO OTHOCHUTh K METOJlaM COLMaIbHOM
WH)XEHEPUHU, MOTOMY YTO CO3JaTEId BHpPYCAa KakK MPaBUIO XOpPOLIO 3HAIOT, Kak
3aMacKUpOBaTh BPEIOHOCHYIO MPOrpamMMmy, YTOObl Bbl HABEpPHAKA KIUKHYIU 10
HYKHOM CCBUIKE, CKayajau U 3amyCcTuiu (ai.

Yacto COTPYAHUKM HENPEAHAMEPEHHO IIOMOTal0T 3JIOYMBIIIJIEHHUKY B
Pa3BUTUU aTaKu, MEpechljias 3apa)KEHHOE MUChMO KOJIJIeraM ¢ MPOChOOW OTKPBHITH
BJIOKEHUE WM TMEPEeNTH Mo ccbuike. Hampumep, B Tene mucbMa HUCHOIB3YIOTCS
GbOpMYITUPOBKM U3 TOBCEAHEBHOW CIY)KEOHOM JESATEIBHOCTH. «YBa)kaeMble
HaYaJIbHUKY TOJpa3/iefIeHuid, HarmpasiigieM rpaduk OTIYCKOB Ha TEKYIIHH TOJ.
IIpocum poect 10 cOTpyAHUKOB U T.A. C yBaxkeHHEM, OTIAeN KaapoBy». llpu
MOJIOKUTEITLHOM JIJIsI 3JIOYMBIIIUICHHUKOB Pa3BUTUHM COOBITUM MUCHMO MEPEChIIAETCS
10 opraHu3anuu. B cBo oyepesb COTPYAHUK, MOJYYUBIIMN MTUCHMO YK€ OT CBOETO
KOJUTIeTH aOCOTIOTHO HE MOI03PEBACT O HAJIMYUHU CChUIOK Ha BpegoHocHoe [10.

Kak TonbKO B3JIOYMBINUICHHUK YOEIWJICS, YTO COTPYAHUK TPHUHSII €ro 3a
KOJUIETY WJIM KaKOe-TO JOBEPEHHOE JIUIO, PACIIPOCTPAHMII MUCHbMO MO OpraHU3alNH,
B XOJI€ NaJbHEWIIEeH MEPENUCKH OH MOJKET IOMBITATHCS MOJYYUTh HYKHYIO €MY
nH(GOpPMAIIHIO, HE BhI3bIBAs MOJA03PEeHHM. Tak MOKHO y3HATh BEPCHUIO UCIIOIB3YEMOTO
[10, nanuuue aHTUBHpYyca HA paboyeM KOMIIBIOTEpPE, ANEKTPOHHYIO MOUTY APYTHUX
COTPYIHHUKOB, HOMEpa MOOWIBHBIX TeJle(OHOB, CTPYKTypy KommaHuu. Bce 310
OPEACTaBISET LEHHOCTh U MOXET HCIOJb30BaThCS IMpU IUIAHUPOBAHUU U
IPOBEJACHUU MOCIEAYIOIIUX COLIMOTEXHUYECKUX aTaK.

3/I0YMBIIJIECHHUKA YacTO OMNMPAIOTCA Ha CTpaX, JKAAHOCTb, HAIEHKIbL,
OKHMJIAHUS U IPYTHE 3MOLMHU, KOTOPbIE MOTYT 3aCTaBUTh MOJIb30BATENS MOAAATHCSA
CUIOMUHYTHOU cnaboctu. Korga BHE3amHO Ha MOYTY NMPUXOAUT MUCHMO «CIHCOK
COTPYIIHUKOB Ha YBOJIbHCHHE)» — TIOJI30BaTENh 3a0bIBaeT 00 3IIEMEHTapHBIX
MpaBWIaX TEXHUKH KUOEpOEe30MacHOCTH, OH JaXe HE 3aJyMBIBACTCS, MOYEMY MY
BOOOIIE TIPHIILIIO MOJ00HOE TUCHMO.

YacTo ObIBaeT TaK, YTO KIMEHHO TeéMa MUChMa MOOYXKIAET COTPYIHUKA OTKPHITh
€ro, MEePEUTH TI0 CChUIKE, CKayaTh U 3aMyCTUTH (haiisl, He pa3dupasch — KTO ajpecar
Y [IOYEMY JJOMEH OTHPABUTEINS HAMMCAH KAK-TO CTPAHHO.

Ecnu He1ocTaTOuHO BHUMATENIBHO OTHECTUCH K MPOYTEHUIO TAKOTO MTHUChMA, TO
MIOJBOX 3aMETHUTh HEMPOCTO.

[IpenckasyeMo cTpax yBOJIBHEHHS WJIM COKPALIEHUS — JOCTATOYHO MOIIHBIN
dakTop, 4TOOBI 3a0BITH O MpaBWiIaX HHGOPMALMOHHON OE30MACHOCTH: MUCHhMa C
Tako TeMOW B OOJIBIIMHCTBE CiIy4yaeB MNOOYXKAAJIM I[OJb30BaTeIe COBEPIIUTD
MOTEHIIMAJIBHO OMACHOE AeHCTBUE. BBICOKMI MPOUEHT ycnexa MOKAa3blBalOT MUChMa,
A€ €CTh  CJIOBAa  «IIPEMUS»,  IOOLIPEHUE»,  IOBBILICHUE  3apIUIAThI»:



3II0YMBIIIJIEHHUK MOXET TaKXK€E MONBITATHCA MPUBSA3ATh TEMY PACCBUIKM K KAKOMY-TO
3HaMEHATEIILHOMY COOBITHIO (€CJIM PACIIONIATaeT, HAIPUMEp, CBEJECHUSAMHU O HEJaBHO
MPOLIEAIIEM B KOMIAHUU KOPIOPAaTHBE), NPOPECCHOHATBHBIM U TOCYAaPCTBEHHBIM
IIPa3IHUKAM.

Jopo:xkHoe s10,10K0

OcHo8HOUL yNop Ha 008epuUUBOCMb, THI0OONBINCMBO

[IpencraBnsger coOoit ajganTalUi0 TPOSIHCKOTO KOHS W COCTOMT B
MCTIOJIb30BaHUU buznyecKux HOCHUTEICN (CD, Gbd1II-HAKOTIUTEIIEH ).
3N0YMBIIIJICHHUK OOBIYHO T0A0pachiBaeT TaKOM HOCUTEIh B OOIIEAOCTYITHBIX
MeCTax Ha TEPPUTOPUU KOMNAHUU (MAPKOBKH, CTOJIOBBIE, paboure MecTa
COTPYJHUKOB, TyaJieThl). J[Jig TOro, 4TOOBI Y COTPYIHUKA BOSHUK UHTEPEC K TAHHOMY
HOCHUTEJIIO, 3JIOYMBIIUJIEHHUK MOJKET HAHECTH Ha HOCHUTENIb JIOTOTUI KOMMIAHUM M
KaKyro-HUOyAb ToAnuch. Hampumep, «mIaHHBIE O Tpojakax», <«3apruiata
COTPYIHUKOB», «OTYET B HAJIOTOBYIO» U JIPYTOE.

Ycayra 3a ycayry

OcHO8HOU YNOp HA 008ePUUBOCMb

Hcnone3ys STOT METOJ, 3JI0YMBINUIEHHUK MPEACTABIAECTCS COTPYIHHUKOM
CIIy’)kObl TEXHUYECKON MOAJIEPKKM U CIpalmiuBaeT o0 Haiauuuu cOoeB B pabore
IPOrpaMMHOrO OOECIeYeHUs, IMpeaJiaraeT HUCIPaBUTh BO3HUKIIKE HEIMOJIAIKU
B cUCTeME JIHOO0 MPEeIyNpPeUTh O BEPOATHOCTH UX HACTYIUICHHS, XOTS HA CAMOM JieJie
npo6siem B padote [10 He BozHmKazo. JKepTBa BEpUT B HAJTMYKME HEUCIIPABHOCTEH H,
BBITIOJHSISL YKa3aHUS XaKepa, TUYHO NepeaacT eMy JOCTYI K BAXKHON WH(GOpMAIIIH.

PacnipocTtpaneHHbIli  clieHapWii, KOrja TIOJb30BaTelIb CaM TOBOPUT 00
OTCYTCTBHM BpPEMEHH M COO0OIIaeT HEeOoOXOAWMBIE Mapojad IS TOTO, YTOOBI
COTPYAHUK TEXHUYECKOW MOJJIEPKKA CaMOCTOSITEIBHO MPOBEI HEOOXOIUMBbIE
MaHUMIYJISLHH.

OoOpaTHasi couMaabHasi HHKEHEPUA

OcHo8HOlL ynop Ha 008epUUBOCMb, HEBHUMAMENbHOCH1b

Meroquka HampaBie€Ha Ha TO, 4YTOOBI JKEpTBa cama oOOpaTwiach K
COIMAILHOMY HWHXXEHEPY M BbIJaja €My HEOOXOIMUMBIC CBEICHUSA. OJTO MOXKET
JOCTUTAThCSl HECKOJIBKUMHU MY TSIMU:

Bueapenue ocodoro 11O

OcHogHOU ynop Ha HeBHUMAMENbHOCHb

Ha snexTtpoHHyI0 MOYTYy MOCTyMaeT NucbmMo, HHHOPMUPYIOIIEE O BO3MOKHBIX
cOosix B paboTe 4acTO HCIOJb3yeMOro MPOrpaMMHOrO oOecredeHus (Harmpumep,
naketr o(puCHBIX mporpamMm). B 3ToM ke mUChMe yKa3aHbl KOHTAKTHBIE JIaHHbBIC
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CHEUANINCTa TEXHUYECKON MOIJEP/KKH, HCIOJb3yEMbIE 3J0YMBIIUIEHHUKOM. [Ipu
BO3HUKHOBEHMH c00s B pabote BoimenepeurcieHsoro 110, mnoap3oBarens
BCIIOMHHAET O PaHEe MOCTYIUBIIEM MNPEAYNPEKACHUN U  CBSI3bIBAETCA CO
3JI0YMBIIIUIEHHUKOM B JIMIIE TEXHUYECKOTO CIEIUAIHCTA.

Taxum oOpa3om, cutyanus 3apaHee IOJACTPOEHA, I10JIb30BaTENb CBA3BIBAETCS C
couManbHbiM xakepoM. Hanaxupast pabdoty IO, npousBoasTcs HEOOXOAUMBIE IS
B3JIOMa MaHUMNYJISUMU. A KOrJa B3JIOM OOHApYKUBAETCS, COLUMAIbHBIA HHXKEHEP
OCTaércs BHE MOAO3PEHHUs (IIOCKOJIBKY CO3JA€TCsl BIEYATICHUS, YTO OH IOMOraj
BaM).

SAK/IIOYEHUE
C  y4eTOM  M3JIOXKEHHOIO,  CaMble  pAcHpOCTPAHEHHBbIE  CIIEHApUU

BBIIIICYKA3aHHBIX aTaK peaau3yrTcs myteMm email-pacchuiok.

[IprunHO#l TOMY OTHOCUTENIbHAA JCUICBU3HA M MPOCTOTA TAKUX METOJAOB, a
TaK)Xe BhICOKast Y(PHEeKTUBHOCTB.

Ha texymmuii MOMEHT 1Ie€BOH BEKTOp TMOAOOHBIX AaTaK 3HAYUTEIBHO
CMECTWJICS OT TOJy4eHHs JocTyna K wuHopManmuu K €€ YHUYTOKCHHIO
(6;10KMPOBAHUIO) TTYTEM NMPUMEHEHUS BUPYCOB-IIU(PPOBATBIITUKOB.

JI7 psimOBBIX TOJIB30BATEIIEM CAMBIA AKTYAJIbHBIM M JEUCTBEHHBIM COBET —
BCEI/la OCTaBaTbCAd OIUTENBbHBIMU, MPOBEPITH HHPOpPMALUIO OO0 OTIpPABUTEIIE,
NpEeke YeM IMEepPEerTH MO CChUIKE WM CKauyaTh MpejuiaraeMbiil (aitn — ybenurbes,
4TO OTO HE BpeloHOCHBIM pecypc. IlomydenHsle aitnpl Tepea  OTKPBITHEM
HEOOXOMMO TMPOBEepUTh ¢ Tmomomblo aHtuBupycHoro IIO. Croutr Takxke
YAOCTOBEPUTHCSA, UTO JIOMEH OTIPABUTENSA JICTUTUMHBIA WU peanbHbld. B ciydae
BO3HMKHOBEHUSI COMHEHUMN, PEKOMEHAYETCS MPOBEPUTH, AEHCTBUTEIIBHO JIM aJpecat
OTMPABJISUT JAHHOE MUCHBMO U SIBISIETCS JIM OH HACTOSIIIMM BIIAJEIbLIEM JOMEHA U
(WIM) SIEKTPOHHOIO SIIMKA, CBSA3aBLIMCh C HUM KaKHUM-TO aJlbTEPHATHUBHBIM
CrIoco0oM, HampuMep, Yepe3 MECCEHIKEP UK 10 TeTedoHy.

CBOEBpEMEHHOE BBISIBIICHHE W TIPECEUYCHHE aTaKu TO3BOJIMT H30€XKaTh
CEpPbE3HBIX MOCIIEICTBUM.

UTto KacaeTcsi OpraHu3alMOHHBIX MEP, TO OCHOBOM SIBJISIETCSI CHCTEMATUUYECKOE
MOBBIIIIEHNE OCBEJOMJICHHOCTH COTPYIHUKOB B 00JacTd WHGOPMAITMOHHON
0€30macHOCTH.

UccnenoBanne kommanuii B o6iactu Mb nokassiBaroT, uto 38% opranuzanuii
BOOOIIIE HE MPOBOAAT TPEHUHTH Il COTPYIHUKOB 1o Bompocam UMb, a 37% nenatot
3T0 (dopmaibHO, 0e3 Kakoi-nubo npoBepku 3PPeKTUBHOCTU. XOTA MNPOBOJUTH
MEepUOANYECKOE O0yYEeHUE C KOHTPOJIEM MHPOPMHUPOBAHHOCTU KaXKJOTO COTPYIHUKA
KpaiiHe BaxHO. [Ipu 3TOM mpollecC MNOBBIIMIEHUS OCBEIOMJIEHHOCTH JOJKEH B
MEepPBYI0 oOuepeb OBbITh HaNpaBleH Ha MPAKTUYECKYIO CTOPOHY oOecredeHus
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0€30MacHOCTH, a KaXIbli COTPYIHUK JOJDKEH IMOHUMAaTh CBOM OOSA3aHHOCTH U
OTBETCTBEHHOCTH 3a oOecneuenue Ub.

OTnnyHas mpakTHKa, KOTJa COTPYAHUKH OIOBEIIAOT monpasnencHus Mb o
TOM, 4YTO UM TMPHUILUIO COMHUTEIHHOE MHUCbMO, OCOOEHHO €CIIM 3aMETHO, YTO HaJ
pacchUIKON THIATENbHO MopaboTanu. B Takom ciydae, maxke eciu 3apaxe€HUE WIH
yT€UYKa UMEIU MECTO, €II€ MOYKHO YCHETh ONEPATUBHO OTPEATMPOBATh HA aTAKy U
MIPUHATH KOHTPMEDBL.

OcHOBHBIE MEPbI nmo 3almuTe oT BBIIICIICPECYHNCTCHHDBIX BHUI0B
COIMaAJIbHBIX aTaK.

— CoxpansiiTe 0auTebHOCTh. Becerna obpamaiite BHUMaHue Ha OTIPaBUTENS
NUCEM M ajpec cailTa, rjie coOupaeTech BBECTH KaKHE-TO JIMYHBIE JaHHBIE.
Ecam aT10 mouta Ha JOMEHE KpPYNHOM OpraHU3alMH, YAOCTOBEPHTECH, UTO
JOMEH HMMEHHO Takoi M B HEM HET omneyaTok. Eciaum e€cTh COMHEHHS —
CBSDKMTECH  C TEXNMOAAEPKKOM WIJIM NPEACTABUTENIEM OpPraHu3alud 110
oQUIMANTbHBIM KaHAJIaAM.

— Hcnoab3yiiTe TOJBKO 10BePEHHBIE HOCUTEIU HH(POPMALUH.

— He nmnepexoaure Ha NOAO3PUTENbHbIE CAalThBI M HEe CKaYuBaHWTe
COMHHUTeJbHBbIe (AlJIbI, OMH U3 CAMBIX JIyUIIHX [TOMOUIHUKOB COLIMATIbHOMN
UH)XEHEpUU — JIFOOOTBITCTBO.

— He wucmoab3yiiTe OIMH M TOT K€ NAPOJb s JOCTyNa K JHUYHBIM H
KOPIOPAaTHUBHBIM (pabounM) pecypcam.

— Hcnoab3oBanue AHTUBHPYCHOT' 0 MPOrpaMMHOI0 ol0ecrneyeHuU.
Heponymenue ero oTKiIrO4eHHUS.

— CucremaTnyeckuii HMHCTPYKTa:XK. Bce COTpyIHUKH [TOJDKHBI  OBITh
IPOMHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s MPU OOHAPY>KEHUH MOMBITOK WU
OCYIIECTBIICHUS] HE3aKOHHOI'O IIPOHUKHOBEHMS.



