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Ha Ne oT

O npenoTBpallleHUH BOZHHKHOBEHUS
yrpo3 HHGOpMalOHHOH
6e30nacHOCTH OQUIMANBHEIX CAHTOB

VBaxxaeMmslie kojuieru!

B cootserctBUH co cratheit 29 ®enepanpHOro 3zakoHa ot 29.12.2012 r.
Ne273-@3 «O6 obpa3zoBanuun B Poccuiickoit ®@epepanun» oOpa3oBaTeabHEIE
opraHuzandyd  (QOpMUPYIOT OTKPBITBIE U OOMIENOCTYIIHBIE HH(MOPMALMOHHEIE
pecypcel, cofeprkanye HHGopMaIuio 06 ux AesITeIFHOCTH, U 00eCeYrBaoT JOCTYII
K TakaM pecyﬁcaM nocpeJ:LCTBOM pa3MenieHus ux mHa oclmunanshoxvx caiite
o0pa3oBaTenbHON opranu3aiuu B cetd «HTEpHETY.

TexHonoruyeckye M IpPOTPaMMHBIE CpPEICTBA, KOTOpPHIE HCIOJBE3YIOTCH IS
GYHKIIMOHUPOBaHUS OQUUIHABHOTO caita 06pa3oBaTeIbHON OpraHU3alyy, JOKHE]
obecrieuuBarhy 3alMUTy HHQOpPMALMA OT YHHUYTOXKEHHS, MOIUGUKAIUH U
OnokypOoBaHMS JOCTyNa K HEH, a Takke HHBIX HEIPaBOMEPHEBIX [eHCTBHI B
OTHOIIICHUH Hee.

B nensax obecreuenus OGecnepeboitHoro (QyHKIMOHUPOBAHMS OQHIUMATBHBIX
caliToB 00pa3oBaTeNbHBIX OpraHM3alldd NpPocUM OOpaTUTh BHUMaHHEe Ha
HEOOXOIMMOCTh BEIESHHS OPTaHHU3alUsIMU B IITATHOM (IIOCTOSSHHOM) pexuMe paboThl
0 NPeJOTBPAIIECHHIO BO3HUKHOBEHHUs Yrpo3 MHpOpMauroHHOH GesomacHoctr. K
OlEpaTUBHBIM M CHCTEMHBIM MepaM MpeNOTBPalIeHHs] BO3HUKHOBEHUS Yrpo3

nHGOPMalMOHHOH 6€301IaCHOCTH OQHUIMATBEHBIX CAHTOB OTHOCSTCS:



1) mpoBeneHHe NOCTOSHHOTO MOHHTOPHHIA BEPCHH CHCTEMBI YIPABICHHS
COZEPKUMBIM OQHIHATBEHOTO caiiTa, ero MOAyJIeH;

2) cucrematHyeckoe OOHOBIGHHME [0 aKTyaubHOHM (mocienHei) sepcuu
IPOrpaMMHOTO 00ECIIEYEHUs CUCTEM YIPaBIeHHs CONEPIKUMEIM CaiiTa;

3) u3MeHeHHe Iapoyiefi OT aJMUHHCTPAaTHBHOM YacTH caliTa M JIMYHOTO
kaOuHeTa opraHu3auy.

IIpocuM  opranm3oBaTh paboTy o00pa3oBaTENbHBIX  OpraHu3alMil Mo
BBIIIONHEHUIO ~ ONEPaTUBHBIX MEp IPEAOTBPAlICHUS BO3IHMKHOBEHHS  YIpO3
MH(QOPMAIMOHHON 6e30MaCHOCTH OQHIMATBHELIX CAHTOB.

Hamnpasnsem 1 ucrions3oBanus B pabore:

1) peectp axTyanpHBIX (IIOCJIEIHMX) BEpCHH U YA3BUMBIX BEPCHH CHCTEM
YIPAaBIIEHUs COAEPKUMBIM CalTOB;

2) namatky «IIpaBuia 6€30I1aCHOCTH NP aIMUHHUCTPUPOBAHKHE CAHTOBY.

IIpunoxenue: Ha 3 1. B 1 3K3.

9 -
Ilepseiii 3aMecTuTens MuHHCTpa 7{&%}/ E.A. KoyzoBa

Ecenus AnaronsesHa Kynaruna, (351) 2638562
Pasocnare: HCIIONHHATEIIO, aipecaTaMm.



4 #5 §1

7 11 A A B A
S
ot_2 9 ONT 7020

Mppioicene

Peectp axkTyansHbIX (I0OCHETHNX) BEpCHit U ysI3BEMBIX BEPCUR CHCTEM YIIPABIICHUS
COZIEPKUMBIM CaliTOB

Nen/n . TIO0 Tlocnenuss sepcua | Ysa3BumMble Bepcun

CMS '

: 28.5.393 oy
itrix 1C <12.5.
1 Bitrix 1C 23.09.2020 12.5.7 BIIIIOYUTENBHO YSI3BUMBI

8.7.0, 8.6.14, 8.5.14, 8.4.8, 8.3.9, 8.2.8,
9.2.x-dev, 8.9.7 unn  [8.1.10, 8.0.6, 7.67, 6.38, 5.23, 4.7

7.73 Revl.15,4.7.11,4.6.11,4.5.8, 4.4.3,
43.2,42.0Rc

2 Drupal

3.9.11,3.8.13,3.7.5,3.6.5,3.5.1,3.4.8,
3 Joomla! 39.14,4 3.3.6,3.2.7,3.1.6,3.0.4,2.5.28, 1.7.5,
1.6.6, 1.5.26, 1.0.15

522,5.1.1,5.05,4.9.10,4.8.9, 4.7.13,
4.6.14,4.5.17,4.4.18,4.3.19, 4.2.23,
4.1.26,4.0.26,3.9.27, 3.8.29, 3.7.29,

4 WordPress 5.5.1 3.6.1,3.52,3.4.2,3.3.5.7,3.2.1,3.1.4,
3.06,292,286,2.7.1,2.6.5,2.5.1,
233,226 uT.L.

5.1,5.09,4.3.15,4.2.7,4.1.6,4.0.10,
S Plone 5.2.2rc2 3.3.6,3.2.3,3.1.7,3.0.6,2.5.5 - no 5.1
BCE€ YAZRHMBI!

2.13.18,2.12.20, 2.11.6, 2.10.11,
Zope2 npubnwkaercs K

6 |zope o 2.9.11,2.8.11,2.7.9,2.6.4,2.5.1.b1,
BOpCHH 4. 2.4.4b1,2.332.2.5,2.1.7,2.0.1, 1.10.4

BI
7 |mySOL 8.0.22 6.0.10-bzr, 5.5.9, 5.1.50, 5.0.94, 4.1.23

PostgreSQL 13.0 [11.3,10.9,9.6.13,9.5.17,9.4.22,
PostgreSQL 12 9.3.25,9.2.24,9.1.24,9.0.23, 8.5,

(12.4,11.9,10.14, |8.4.22,83.23,8.2.23, 8.1.23, 8.0.317,
9.6.19, 9.5.23) 7.4.30,7.3.21 ut.n.

8 PostgreSQL DB

49.0.1,4.8.3,4.79,4.6.6,4.5.5.1,
9 phpMyAdmin 4.9.7 4.4.15.10,4.3.13.3,4.2.13.3,4.1.14.8,
4.0.10.20,3.5.8.2

3.31.1-3.8.8.3,3.7.17,3.6.23.1, 3.5.9,
342
Bab-ceprepa

10  [SQLite 3.32.2 (64-bit)

2.4.46 (nocnenusas

11 |Apache crabuiibHas)

2.4.44,2.3.34,2.2.34




Apache Tomeat

9.8.39, 8.5.59

9.0.19, 8.5.40, 8.0.53, 7.0.93, 6.0.52,
5.5.35,5.0.30, 4.1.40, 4.0.6,3.3.2, 3.2,
3.1.1,3.0,1.1.3

1.19.2- ocnonnay

1.15.6,1.14.2, 1.13.12, 1.12.2, 1.11.13,

12 nginx 1.18.0- crabunbHas
1.10.3
1.17.10-ycrapepuias
: SI3BIKH IPOrPAMMHPOBAHHUS ;
Pl mreryman ;5 11 <7224, <7.133,7.033, 6.0,
| 72’;;’?:‘:1;:{ 5.6.40,5.5.43, 5.4.45,5.3.29,5.2.17,
13 |PHP - 5.1.6, 5.0.5,
CrabHIbHas 5.6 BeTKa He IOANEPKHUBAECTCH
7.2.34 — crapas
crabnasnag
3.74,3.6.9,3.5.7,3.4.10,3.3.7, 3.2.6,
3.1.5,3.0.1,2.7.16,2.6.9,2.5.6, 2.4.6,
14 |Python 390 23.7,2.23,2.13,2.0, 1.6.1, 1.5.2, 1.3,
1.2
15 [ASP.NET ASPNET Core 3.1 {3.0,2.2,2.1,2.0,1.1, 1.0
48,472,462,4.52,4.0,3.5.1,
16 JASP.NET NET Framework 4.8 2.0.50727, 1.1
<3.5.0,3.4.1,3.3.1,3.2.1, 3.1.1, 3.0.0,
. 2.11.2,2.24,2.14,2.03,1.124,
16 |Query 351 1.11.3,1.10.2,1.9.1, 1.8.3, 1.7.2, 1.6.4,
1.52,14.4,1.32ur.a.
~ IIpouee
17  |{Slick.js 1.9.0 HET
18 modernizr 3.11.0 HET
19 SWFObject 23 TONBKO Jig WP, ocTaneHeie Hal0
CMOTPETh
43.0,4.1.1,4.0.0,3.4.0,3.3.7,3.2.0,
20 bootstrap 4,53 3.1.1,3.0.3,2.3.2,2.2.2,2.1.1,2.0.4,
1.4.0,1.3.0,.1.2.0, 1.1.1, 1.0.0
21 FancyBox 357 s WP <3.0.3(3.0.2) 10 3.0.6 ec1s
nar4u
9.4.16,9.3.27,9.2.28,9.1.6,9.0.7,
22 |Jetty 9.4.33 8.2.0,8.1.22,8.04,7.6.21,7.5.4,7.4.5,
73.1,7.2.2,7.1.6,7.0.2,
23 |Openss! 3.0 Alpha 7 1.1.1,1.02,1.0.1,1.0.0,09.8,0.9.7
, 0.9.6
4.92.2,491,4.90.1, 4.89.1., 4.88 nce,
24 |Exim 4.94 4.87.1,4.86.1,4.85.2, 4.82.1, 4.80.1,
477 ut.n
25  |jQuery.prettyPhoto 3.1.6 3.1.4, 3.1.5-DSJS
26 TinyMCE 5.5.1 <1.4.2,8WP<352
26 OpenSSH OpenSSH 8.4 released 7.9, 6.9
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NPABUNA BE3ONACHOCTHU NPU
AOMWUHUCTPUPOBAHUU CAUTOB

B APONbHASA SALWNTA

3 3% %

® He 3anucuisanTe naponu Ha bGyMare unu 8 daine Ha KoMnbloTepe.

Q Micnonbayite cnoxHbie Naponu, BrAUatowme O6YKebl PasHOMo perucTpa,
undpsl 1 cneunansHoie cumsonbl (@#$% &*)

® He ucnonb3ynte B KayecTse naponei cnoBa unv NOCNENOBATENLHOCTY UMD
unu ByKs, KOTOpbie nerko noaobparb (Hanpumep, password, qwerty, 123456).

0 PerynsapHo MeHsiTe naponu.

AHTUBUPYCHAA BE3SOMNACHOCTb

YCTaHOBUTE Ha KOMNbIOTEPE UAKN HOYTOYKE aHTUBUPYCHYIO NPOrpamMmy.
Nepuonuueckn obHoBNSANTE aHTUBUPYC.

lpu nopo3peHun Ha 3apakeHue YCTPOWCTBa (noasucaHmne, HETUNUYHan
paboTa, CaMOMNPOuN3BO/bHbIE AENCTBUSA) 3anyCTUTE NPOBEPKY aHTUBUpYCa.

P  NOAKNKOUYEHNU CTOPOHHMX YCTPOUCTB (dnewwek, Kapt naMaTh, Mo6UNbHbIX
TenedoHOB) 3anyckanTe Ux NPOBEPKY aHTUBUPYCOM.

He 3anyckaiTe HeussecTHble Gaitnbl, 0COOEHHO C pacliMpeHneM .exe

He ckaunBanTe COMHUTENbHBLIE NPUNOKEHUA UMK NPUNOKEHUA Ha HEU3BECTHbIX
caunrtax. [lposepbre NPUNOXeHNe aHTUBUPYCOM.

ems) CUCTEMA YNPABNEHUA CAUTOM (CYC)

O6HoBNANTE [0 aKTyanbHbIX BEPCUIA NporpaMMHoe obecneueHne CYC, KoTopoe
o ncnonb3yerca sawnM cantom (Hanpumep, WordPress, Joomla, Drupal, Bitrix,
Pione, Zope).

QOO 00

0 Cospasaiite pasHble YUETHbIE 3anuck anA Kaxporo nons3osatens CYC.

0 MeHsanTe cTaHgapTHble HacTpolku CYC, B T.Y. agpec Bxoda B nNaHenb
aAMUHUCTPUPOBAHMUA.

Q PerynsapHo BbINOMHANTE PE3EpPBHOE KONUPOBAHMUE AaHHbIX canTa.

NMopapo6Hble MHCTPYKUUK ¥ PEKOMEHAAUUU CMOTPUTE B pa3pene
«UHPpopmMauuroHHan 6e3onacHoCTb» Ha caiTe mininform74.ru

© MAHKCTEPCTBO  MHDOPMAUMOHHbBIX TEXHONMOTUM, CBS3K U LMDPOBOMD PasButua YensbuHcKon obnacty,
MuHucTepcTBo 06pasoBaHus U Hayku YenabuHckon obnacty, 2020 rog



